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Mpunoxexne N 2

NHO®OPMALIMOHHAA MAMATKA
AnA OBYYAKOLWLMXCA ONnA PASMELLEHUA
HA O®OULUNATIbHbIX UHTEPHET-PECYPCAX

C KkaxgblM rogoM MOMOAEXWN B UHTEPHETE CTaHOBUTHLCA Gorblue, a LWKOMbHUKM OAHU U3 CaMbiX aKTUBHbIX
nons3oBartenen PyHeta. Mexgy TemM, NOMMMO OFPOMHOMO KONMYECTBa BO3MOXHOCTENW, WHTEPHET HeceT U
npobnembl. 3Ta NamMATKa JOMMKHA NomMoyb Tebe 6e3onacHO HaXoaNTbLCS B CETU.

KOMI'IbIOTeprIe BUPYCbI

KoMnNblOTEPHBIN BUPYC - 3TO PasHOBUAHOCTb KOMMbHOTEPHbIX MpOrpamMm, OTAUYUTENbHOW OCOBEHHOCTLIO
KOTOPOW SBMSIETCA CNOCOBHOCTb K pasMHOXEeHuo. B gononHeHve K 3TOMy, BUPYCbl MOryT MOBPeauTb UMM
MOMHOCTBI YHUYTOXWUTb BCE (palnbl M AaHHble, MOAKOHTPOSIbHbIE MOMNb30OBaTeNto, OT MMEHW KOTOporo 6bina
3anyLieHa 3apaxeHHas nporpaMmmMa, a Takke noBpeauTb UM Aaxe YHUHTOXUTb ONepPaLmoOHHYIO CUCTEMY CO BCEMMU
davinamu B uenoM. B 6onblumnHCTBE CryvyaeB pacnpoCTPaHSIOTCH BUPYChl YePe3 UHTEPHET.

MeTogb! 3aWwunTbl OT BPEOOHOCHbIX nporpamMmm:

1. Wcnonb3yn coBpeMeHHble OnepauroHHblE CUCTEMbI, UMELLME CEPbe3Hbld YpOBEHb 3aliuTbl OT
BPEOOHOCHbLIX NPOrpamm;

2. MocTosiHHO ycTaHaBnuBai nayTv (UMpPOoBbIE 3annaTku, KOTOpble aBTOMATUYeCKW YCTaHaBMMBATCS C
Lenbto gopaboTku nporpamMmbl) U ApyrMe OGHOBMEHUS CBOEN OnepaumoHHON cucTembl. CkaumMBal UX TONbKO C
oduymnansHoro canta paspabotynka OC. Ecnu cylecTByeT pexxmm aBToMaTU4eCckoro 06HOBMEHUS, BKITHOYN €ro;

3. Pabotan Ha cBoeMm KOMMNbOTEPE Noa npaBamMu noJjib3oBartesnd, a He agMUHUCTpPaTopa. OTO He no3BonuT
6OJ'IbLIJVIHCTBy BPEOOHOCHbLIX nNporpamMmm nHCTarmpoBaTbCA Ha TBOEM NepPCOHarIbHOM KOMMNbHOTEPE;

4. Vcnonb3yn aHTUBUPYCHblE MporpaMMHblie NPOAYKTbl M3BECTHLIX Mpou3BoAUTENEN, C aBTOMaTU4ECKUM
obHoBMNeHem 6as;

5. OrpaHunyb rsmyecknin 4OCTYN K KOMNbIOTEPY ANA MOCTOPOHHUX KL,

6. Vicnonb3yn BHeLIHWEe HOCUTENU MHGOPMaLUUK, Takne Kak dneLuka, AUCK unu gann u3 nHTepHeTa, TONbKO
N3 NPOBEPEHHbBIX NCTOYHMKOB;

7. He oTkpblBan KOMMblOTEPHblE danlnbl, MONydYeHHble U3 HeHaOeXHbIX UCTOoYHWKOB. [axe Te dhannsl,
KOTOpble npucrnan TBOW 3HaKoMbIN. Jlyyllue yTOYHU Y Hero, oTnpasnsan nm oH Tebe unx.

Cetu WI-FI

Wi-Fi - aTo He BMA nepedayn OaHHbIX, HE TEXHOSOrMsi, a Bcero nuwb 6peHp, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHusa 3apernctpupoBana 6peHg "WECA", yto o6o3Havano crioBocoyveTaHue "Wireless
Fidelity", koTopbIi nepeBoanTCA Kak "0ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna pgpyras abbpesuaTypa, KOTOpas SABMSETCA TakKOW Xe TexHorormen. IOTo
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObINO JAHO C HAMEKOM Ha CTaHAApT BbiCLIEN 3ByKOBOM TexHUkM Hi-Fi, yto
B NepeBode 03Ha4vaeT "BblCOKast TOYHOCTL".

Oa, OecnnaTtHbIN WHTEePpHeT-A40CTyNn B Ka(be, oTeENAX W a’sponopTtax dABnAeTcA OT/INYHON BO3MOXHOCTbIO
BblXO4a B UHTEPHET. Ho mHorne 9KCMNepTbl CHUTAIOT, YTO 06LLI,eﬂ,OCTyngIe Wi-Fi ceTn He aBnstoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTn paboTbl B 06LenocTynHbix cetax Wi-fi:

1. He nepepaBan cBOHO nuU4YHyl0 WHopmaumio 4Yeped obwepoctynHele Wi-Fi cetn. Pabotas B HMX,
XenatensHO He BBOAMTbL MNaponu A0CTyna, NorvHbl U Kakue-To HOMepa,;
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2. Vicnonb3yi 1 0GHOBNAR aHTUBUPYCHbIE NporpaMMbl U GpaHamayep. Tem cambim Tl 06e3onaculb cebs ot
3aKayku BUpyca Ha TBOe YCTPONCTBO;

3. Mpwu ncnonesosanum Wi-Fi otkntoum dyHkuuo "O6wmin goctyn k pannam n npuHtepam”. [laHHas dyHKuua
3aKpbiTa MO YMONYaHWIO, OLHAKO HEKOTOpble MOMNb30BaTENM akTUBUMPYIOT ee Ans ygobcTBa MCNONb3OBaHWUS B
paboTte nnu yyebe;

4. He ncnonb3yin nyonmynbii WI-FI ans nepegaym nyYHbIX AaHHbIX, HANPUMMEpP Ansi BbiXoda B couManbHble
CETUW UINKN B 3NEKTPOHHYIO MOMTY;

5. Ncnonb3yn Tonbko 3aluumiieHHoe coeauHeHne vyepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-agpeca
BBOAWM UMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkumo "TogkniodeHne k Wi-Fi aBTomatmnyecku”. He ponyckai
aBTOMAaTMYEeCKOro NOAKIMYeHNst ycTponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CeTM akTUBHO BXOAAT B Hally XXM3Hb, MHOIME ntoay paboTaloT U XKMBYT Tam MOCTOSIHHO, a B
Facebook yxe 3apermctpuvpoBaH Munnuapn 4enoBeK, YTO SABMSETCA OOHOM CeAbMOW BCEX XWUTeren nnaHeTbl.
MHorne nonb3oBaTenu He NOHMMAIT, YTO MHOpMaUUs, pasMeLleHHas UMM B couMarnbHbIX CETSAX, MOXeT OblTb
HalgeHa 1 ucnonb3oBaHa kem yrogHo, B TOM Yucre He obs3aTenbHO ¢ Grnarumm HamepeHusiMN.

OcHoBHble coBeTbl N0 6e30MacHOCTN B couMarnbHbIX CETAX:
1. OrpaHun4b cnncok gpysen. Y 1eb5 B Apy3bsX HE AOMKHO BbiTb CryvarHbIX Y HE3HAKOMbIX NIOAEN;

2. 3awumiar cBoOK YacTHYH Xu3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro poXaeHus u
OPYrylo NUYHY0 MHdopMaumio. 3N0yMbILLSIEHHUKM MOTYT UCMOMb30BaTh Aaxe MHAOPMaLUI0 O TOM, Kak Tbl 1 TBOU
poAWTENU MNaHupyeTe NPOBECTU KaHWKYIbI;

3. 3awumuian cBoK penyTaumio - epXun ee B YncToTe n 3agasan cebe Bonpoc: xoten Obl Thl, 4TOGLI Apyrue
nonb3oBaTenu BUAENM, YTO Thbl 3arpyxaelwb? [Nogyman, npexage 4em 4To-To onybnmkoBaTh, HanucaTb 1 3arpy3nTb;

4. Ecnu Thl roBopuvllb C NnogbMu, KOTOPbIX HE 3Haellb, HE VICI'IOJ'Ib3yl7I CBO€ pealibHOe UMA U OPYryk JINYHYHO
I/IH(bOpMaU,VIVIZ nMd, MECTO XUTENbCTBA, MECTO yqe6b| n npo4yee;

5. N3beran pasmelueHus cotorpaduin B NHTepHeTe, rae Tl n306paxeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMNOIIOXEHNE;

6. I'IpM perncrtpauun B coumanbHon ceTn HeobxoaMMOo UCMONb30BaTh CITOXHbIE naposnu, cocrtodwmne n3 6yKB
n Ll,l/ld)p N C KOMMYECTBOM 3HAKOB He MeHee 8;

7. Anga coumanbHOWM CeTu, NOYTbl U APYrMX CanToB HEOOXOAMMO MCMNOMb30BaThL pa3Hble naponu. Toraa ecnm
Tebs B3NoMatoT, TO 3MI0YMBbILLIIEHHUKM NOSy4YaT JOCTYMN TOMbKO K O4HOMY MECTY, a He BO BCe cpaay.

aneKTpOHHble AeHbrn

ONEKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIA cnocob nnaTexen, 0OHAKO CYLLECTBYIT MOLLUEHHUKWU, KOTOpble
XOTAT NONy4YnTb 9TV AEHbIN.

SJ'IeKTpOHHbIe OEeHbIM noAasuUNMCb CoBCeM HeaBHO N MMEHHO M3-3a 3TOro BO MHOIMNMX rocygapcrteax o Cux
nop He NponncaHo NpPo HUX B 3aKOHax.

B Poccum xxe oHM (PYHKLMOHUPYIOT M O HUX yXe MPONUcaHo B 3aKOHe, rae MX pasfensioT Ha HEeCKOSbKo
BWOOB - @aHOHWMHbIE M HE aHOHUMHble. Pa3Huua B TOM, YTO aHOHUMMHbIE - 3TO Te, B KOTOPLIX paspeluaercs
npoBoAuTb onepauun 6e3 naeHTUdMKaLum nonb3oBaTens, a B HEAHOHUMHbIX MAEHTUMKauns nonb3osatens
ABnsieTca obAsaTensLHON.
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Takke crnegyeT pasnuuyatb 3MEKTPOHHble uaTHble [AeHbrM (PaBHbl FOCYAApPCTBEHHLIM BanoTam) W
3MEeKTPOHHbIE HedMaTHbIEe AeHbMM (He paBHbl FOCY4apCTBEHHBLIM BantoTam).

OcHoBHble coBeTbl N0 Be3onacHon paboTe ¢ aNeKTPOHHbIMU AeHbraMu:

1. MpuBSHXM K cHETY MOBUNBHBIN TenedoH. ATO cambli yaOOHbI 1 BbICTPbIA CNOCO6 BOCCTAHOBUTL AOCTYN K
cyeTy. NpuBsi3aHHbIN TenedgoH MOMOXeT, ecnv 3abygellb CBOW MNaTeXHbIA Naponb WAM 3anfellb Ha CalT C
HEe3HaKoOMOro yCTPONCTBA;

2. Vicnonb3yi ogHopasoBble naponu. [locne nepexofa Ha yCUMNEHHYK aBTopu3auuio Tebe yxe He byaer
yrpoXxatb ONacHOCTb KpaXXu Unn nepexsata nfaTeXxHoro napons;

3. Bbibepu cnoxHbii naponb. lNpecTynHukam OydeT He MpOCTO yragaTb CrOXHbIA naponb. HagexHbie
naponu - 3To Naponun, KOTopble coaepXaTt He MeHee 8 3HaKOB M BKIOYaoT B ce0S CTPOYHbIE M NPOMUCHbIE BYKBHI,
undpbl U HECKOMNbKO CMMBOSIOB, TakMe Kak 3HaK gonnapa, yHTa, BOCKNMUATENbHbIM 3HaK U T.n. Hanpuwmep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA canTax, KOTOPbIM HE AoBepAeLlb.

OnekTpoHHas noyra

OneKkTpoHHasa no4vta - 3TO TEXHOMNOIMs U MpefoCTaBMsieMble €K YCMyrM Mo Mepecbiike U MNOMyvYeHuto
3NEKTPOHHbIX COOBLLEHMI, KOTOpbIE pacnpenensaTcs B KOMMNbOTEpHON ceTu. OBbIYHO 3MEKTPOHHbLIN MOYTOBLIN
AWMK BbIMSAMT criegylowmM obpasoM: UMs_Nonb3oBaTensa@uMsa_aomeHa. Takke KpoMe nepefadv npocToro
TeKcTa, UMeeTCsi BO3MOXHOCTb nepegasaTb doansnbl.

OcHoBHble coBeTbl N0 6e3onacHor paboTe ¢ dINEeKTPOHHOW NOYTOMN:

1. Hapo BbiGpaTb npaBWIbHbIA MOYTOBLIA CepBUC. B MHTEpHETe eCcTb OrpoMHbI BblIbOp OecnnaTHbIX
MOYTOBBLIX CEPBMNCOB, OAHAKO fy4lLle LOBEPATb TEM, KOTO 3HAELUb U KTO NEPBLIN B PENTUHTE;

2. He ykasbiBan B MMYHOM noYTe NWUYHYO  uHdopmaumio. Hanpumep, nydwe BbibGpaTb
"My3blkanbHbI_daHat@" nnm "pok2013" BmecTto "temal3";

3. Vcnonbayin gByxaTtanHyo aBTopusaumio. 3TO Korga NOMUMO Maponst HYKHO BBOAWUTL KOA, MpuUCbIiaeMbli
no SMS;

4. Bbibepu crnioxHbin naponb. [Ons kaxgoro noYTOBOro ALWMKa AOJDKEH OblTb CBOW HAOEXHbIW, YCTOMUYUBBIN K
B3NOMY Naporib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTtb camMomy CBOW NUYHbIN BOMnpoc, MCFIOJ'Ib3y17I 3TY BO3SMOXHOCTb;

6. Micnonb3yit HECKOSbKO NOYTOBLIX AWMKOB. [epBbli AnS YaCTHOW Nepenucku ¢ agpecaTtaMmn, KOTOPbIM Thbl
AoBepsiellb. DTO ANEKTPOHHbIV agpec He Hado UCMONb30BaTh NPY perncTpauumn Ha hopymax u cantax;

7. He oTkpblBan cannsl 1 Apyrne BrOXeHUS B NUCbMax, Aaxe eCcnuv OHW NpULLInM OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABIIANN N1 OHW Tebe 3Tn dhannsl;

8. MNocne okoH4YaHus paboTbl HA MOYTOBOM CEPBUCE NMepen 3akpbiTUEM BKagKM C CauToM He 3abyab HaxaTtb
Ha "Bbintun".

Ku6ep6ynnuHr unu BupTyansHoe u3geBaTenbLCcTBO

KnbepbynnuHr - npecnenoBaHve COOBLLEHVUAMU, COAepKallMMU OCKOPONeHWsl, arpeccuio, 3anyrmeaHue;
XYMUraHCTBO; coLmarnbHoe GOMKOTUPOBaHME C MOMOLLLIO Pa3fNYHbLIX MHTEPHET-CEPBUCOB.

OcHoBHble COBeTbI N0 6opbbe ¢ KMBEePOYNIMHIOM:

1. He 6pocaricsa B 6oi. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNM HET TOro, K KOMY MOXHO
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o6paTnTbCsl, TO BHa4arne ycrokoutbesi. Ecnv Tbl HauyHelb oTBeYaTb OCKOPGNEHUAMM Ha OCKOPOEHUs], TO TONMbKO
elue Gorblue pasoxkellb KOHINKT;

2. YnpaBnsan cBoewn knbeppenyTaunen;
3. AHOHUMHOCTb B CeTU MHUMas. CyLlecTBYOT cnocobbl BbIICHUTb, KTO CTOUT 3@ aHOHMMHbBIM aKKayHTOM;

4. He cTtouT BECTU XynuraHckuin obpas BUPTyanbHOM XU3HWU. VIHTEpHET (pukcupyeT BCe TBOM OENCTBUS U
coxpaHsieT ux. Yganutb ux 6ygeT kpaviHe 3aTpyAHUTENbHO;

5. CobGntogaii cBOK BMPTYaribHYH YeCTb CMOJIOAY;

6. UrHopupyn eguHuyHbin Heratme. OgHOpa3oBble OCKOPOMTENbHbIE COOOLUEHUS nydlle WrHOPUPOBATb.
O6bIYHO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaauy;

7. baH arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMM COOOLLEHMAIMM, B couMalnbHbIX CETSIX €CTb
BO3MOXXHOCTb 6ﬂOKVIpOBKl/I OoTnpaBkKn coolLeHun ¢ onpeaeneHHbIX agpecos;

8. Ecnu 1ol cBnpgetens knbepbynnuHra. TBoM OeNCTBMSA: BLICTYNUTL NPOTUB NpecrnegosaTens, nokasaTtb eMy,
YTO ero AenCTBUS OLEHMBAKOTCH HeraTMBHO, MOAAEpXKaTb XePTBY, KOTOPOM HYXHa MNCMXONornmyeckasi NomoLLb,
coo0LWUTL B3pOCrbIM O hakTe arpeCcCMBHONO NOBEAEHUS B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble CMapTdOHbI 1 NnaHWweTbl cogepxaTt B cebe BnonHe B3pocnbii YHKUMOHanM, 1 Tenepb OHU
MOrYT KOHKYpPUpOBaTb CO CTauWOHApHbIMK KOMMbloTepamn. OgHako, CPeAcTB 3alumThbl AN nogobHbIX YCTPOWCTB
noka o4YeHb Mano. TeCTUpoBaHUE U NMOUCK YS3BUMOCTEN B HUX MPOUCXOANT HE Tak MHTEHCUBHO, kak ans MK, 1o xe
camoe KacaeTcsl U MOBUIbHBIX MPUMOXEHUNA.

COBpeMeHHbIe MOOUbHbIE 6pay3epb| yXe nMNpakTudeckn [OorHanm HacToJibHble aHanoru, oaHaKo
pacwiunpeHne beHKLI,MOHaJ'Ia BNneYeT 3a cobon 601'IbL1Jle CNOXHOCTb U MEHbLLYH 3alMULEeHHOCTb.

[daneko He BCe NpoM3BOAWUTENU BbiNycKaldT OOHOBMNEHMWS, 3aKkpblBalOLIME KPUTUYECKUE YS3BUMOCTU ANiS
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUBHOMO Teﬂe(bOHaZ

Huuero He sBnseTca no-Hactoswemy 6GecnnaTHbiM. Byaob ocTopoxeH, Bedb korga Tebe npeanaraloT
GecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakue-To MraTHbIE YCIyru;

Odywmawn, npexge 4Yem otnpasButb SMS, doTo unu Bugeo. Thbl TOYHO 3Haelb, rAe OHWM OyayT B KOHEYHOM
ntore?

HeoGxoavmo 06HOBMSITb ONepaLvoHHY0 CUCTEMY TBOETO CMapTOHa;
Wcnonb3yit aHTMBUPYCHbIE NPOrpamMMbl 41151 MOBUITbHBIX TeNedOoHOB;

He 3arpyxaw npunoxeHmss OT HEU3BECTHOrO WCTOYHWMKA, BeAb OHM MOTYT cofepXaTb BpPEeAOHOCHOE
nporpammHoe obecnedeHue;

Mocne Toro Kak Thbl BblAELb C canTa, rae BBOAWUI NNYHYI0 MHOpMaLMio, 3ainan B HAacTponku Gpaysepa u
yaanu cookies;

Mepuoanyeckn NpoBepsii, Kakue NnaTHbIE YCMYyrn akTMBMPOBAHbI HA TBOEM HOMEPE;
[aBaii cBoi HOMep MOGUINBHOTO TenedoHa TONbKO NMIOAAM, KOTOPbIX Thl 3HAELLb U KOMY AOBEpPSIELLb;

Bluetooth gomkeH 6bITb BbIKITHOYEH, KOrAa Thl MM He nornb3yellbes. He 3abbiBal MHorga npoBepsATh 3TO.
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Online urpbl

CoBpeMEHHbIE OHMAaNH-UrPbl - 3TO KPacOYHble, 3axBaTblBalOLMe pasBreyvYeHUsi, OObEAMHSIOLME COTHU
TbICSIM YenoBek Mo Bcemy mupy. Mrpoku mnccreayloT AaHHbii UM MUp, obliarTcs Apyr C APYroM, BbIMOSHSOT
3a[aHusl, CpaXaroTCs C MOHCTPaMK 1 MOJy4atoT onbIT. 3a YOOBOMbCTBME OHU MNATHAT: NOKYNaloT AWCK, ONnayvnBatoT
aboHeMEHT unu NpuoGpeTatoT KakMe-To Onumn.

Bce atu cpeactBa vayT Ha noAadepXaHuMe M pasBuMTME WUrpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUMCTEMbl aBTOPM3aLMK, BbIMYCKalOTCA HOBble MaTyy (LMDpPOBLIE 3annaTku ONs nporpamm),
3aKpbIBaAOTCA YA3BUMOCTY CEPBEPOB.

B nogobHbIx nrpax CTtouT onacartbCA HE CTOJIbKO CBOMX COMNEpPHUKOB, CKOJIbKO KpaXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm OonblMHCTBA nrp.

OcHoBHble coBeTbl MO 6e30MacHOCTY TBOEIO UrPOBOMO akKayHTa:

1. Ecnu apyroit urpok BedeT cebs nnoxo unu cosgaer Tebe HenpusTHOCTM, 3abroKuMpyii ero B Crvcke
UrPOKOB;

2. Moxanynca agMUHUCTpPATOpPaM Mrpbl Ha MNIOXOe MOBEeAEHWe 3TOr0 Urpoka, KenaTenbHO MPUIOXUTb
Kakve-TO [loKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4Hyo nHdopmMaumio B npocpanne urpbl;
4. YBaxan Apyrmx y4acTHUKOB MO UIPeE;

5. He yctaHaBnuBan HeodmumanbHble Natyn u Moapl;

6. Vicnonb3yit cnoxHble 1 pasHble Naponu;

7. Jaxe Bo BpeMA Urpbl He CTOUT OTKIMKOYaTb aHTUBUPYC. Moka Tbl urpaellb, TBOW KOMMbKTEP MOTyT
3apa3nTb.

PUWIMHT unun KpaXxa JIMYHbIX AaHHbIX

OOGblyHOWM Kpakeh [eHer W [OKYMEHTOB CErOf4HS YXEe HWKOro He YAOUBMUWbL, HO C pasBUTMEM
MHTEPHET-TEXHOMNOMIA 3MOYMBbILLNIEHHUKN NEPEMECTUNUCL B MHTEPHET, U NPOAOIKAaT 3aHnMaTtbest "nobumeim”
Aernom.

Tak nosiBMNack HoBas yrposa: MHTEePHET-MOLIEHHUYECTBa NN (PULLKHF, rMaBHas Lenb KOTOPOro COCTOUT B
nony4yeHun KoHdnaeHUnanbHblX SaHHbIX Nnonb3oBaTenen - rorMHoB 1 naponen. Ha adrnuiickom asbike phishing
yntaeTca kak ouwnHr (ot fishing - peibHas nosns, password - napons).

OcHOBHble COBETbI N0 6opbbe ¢ PULLMHIOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina B3fioMaHa, To HeobxoaMmo
3abnokMpoBaTh €€ 1 COOOLLMTb agMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. I/Icnonb3y|7| Oe3onacHble Beb-caliTbl, B TOM Yncre, MHTEpPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vicnonb3yih cnoxHble U pasHble naponu. Takum obpas3om, ecnu Tebsi B3NOMAKT, TO 3MIOYMbILLIIEHHUKA
nosiyyat AOCTYN TOMBbKO K O4HOMY TBOEMY NPOGUIIIO B CETU, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To Heobxoanmo npeaynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpble A00aBneHbl y Tebs
B OpYy3bsiX, O TOM, YTO Tebs1 B3nomanu 1, BO3MOXHO, OT TBOEro MMeHU OyAeT pacchinaTbCa Cnam U CCbIIKA Ha
OVLLMHIOBbIE CaNThI;

5. YcTaHoBu HagexHbin napornb (PIN) Ha MobunbHbIN TenedoH;
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6. OTKNOYM coxpaHeHue naporns B Gpaysepe;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCnuv OHW NPULLINM OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABIANN N OHWN Tebe 3T danneol.

LUncdposas penytauus

LincbpoBas penyTtaums - 9TO HeraTmBHasa unu no3nTMeHasa nHdopmMaums B cetu o Tebe. KomnpomeTtupytowas
WHpopmauuns, pasMeLleHHasa B MHTEPHETE, MOXET cepbe3HbiM 00pa3oM OTPasuTbCHA Ha TBOEW pearnbHOM XU3HMW.
"LincppoBag penytauma” - 310 TBON UMUK, KOTOPbIN chopMupyeTcs us nHgopmarmm o Tebe B MHTEPHeETE.

TBOE MEeCTO XWTenbCTBa, yqe6b|, TBOE c*lechoaoe nonoxeHune, 0Cob6eHHOCTU Xapakrtepa n pacckasbl O
OrM3KKNX - BCe 3TO HaKannMBaeTCs B CETHU.

MHorve noApOCTKM NErkOMbICNIEHHO OTHOCATCA K Mybnukaumm nuvyHow uHdopmaumm B WNHTepHeTe, He
NMOHMMasi BO3MOXHbIX NOCNeaCcTBUA. Thl JaXe HE CMOXeLUb AoragatbCs O TOM, 4To dhoTorpadus, pasmelleHHas 5
neT Hasag, ctana npuYnHOM oTkasa NpPUHATbL Teba Ha paboTy.

KommMeHTapuu, pasmelleHve TBoux doTtorpacdui n gpyrme OencTBMS MOryT HE UCHE3HYTb Aaxe nocne Toro,
Kak Tbl MX yAanuwb. Tbl HE 3HaeLlb, KTO COXpaHWn 3Ty MHopmaumnio, nonana nv oHa B MOWCKOBblE CUCTEMbI U
COXpaHunacb N OHa, a rmaBHOe: YTO NoAyMaloT 0 Tebe okpyKatoLme Nan, KOTopble HaVayT U yBUAAT aTo. Hantu
NMHOPMALIMIO MHOTO MET CNYCTA CMOXET Mobon - kak n3 Aobpbix NobyXaeHun, Tak n C HaMepeHneM NPUYNHUTL
BpeA. ATO MOXET ObITb KTO YrOAHO.

OCHOBHble COBETbI MO 3aLUUTE LMGPOBONA penyTaumm:
1. MNogyman, npexae Yyem 4YTO-TO Ny6NUKOBaTb M Nepenasath y cebsi B 6riore unu B coumansHoOM CeTH;

2. B HacTpovikax npocuns yCTaHOBM OrpaHWYEHUS Ha MPOCMOTP TBOEro Npodwnst U ero CoaepXUMOro,
caenaw ero Tonbko "ons gpysen";

3. He pasmeluan n He ykasbiBan MHPOPMALMIO, KOTOpasi MOXET KOro-nmbo ockopbnsTe nnm odmxarsb.
ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOMBbHUKM - aKTUBHbIE NMoMb3oBaTenu LMdpoBoro npoctpaHcTea. OgHako Aaneko He Bce
3HAlOT, YTO MONb30BaHME MHOMMMM BO3MOXHOCTSMM LudpoBoro Mupa TpebyeT cobniogeHuss npaB Ha
WHTENNEeKTyanbHyt0 COGCTBEHHOCTb.

TepMMH "I/IHTeJ'IJ'IeKTyaJ'IbHaFI cobCTBEHHOCTL" OTHOCUTCA K pas3nnyHbiIM TBOPEHUAM Yel0Be4YeCKOro yma,
Ha4ynHaa C HOBbIX M306peTeHI/IVI N 3HaKoB, 0603HaYaloLWnX COBCTBEHHOCTL Ha NPOAYKTbI U yCnyru, n 3akaH4mnBas
KHUramu, d)OTOFpa(bMFIMVI, KVIHO(*)I/IJ'IbMaMVI N MYy3blKalibHbIMU NMpou3BeeHNAMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha UHTENMEKTyarnbHyl0 COOCTBEHHOCTb Ha NMPOU3BEAEHUs HayKu1, NUTepaTyphbl
M uckyccTBa. ABTOPCKME MpaBa BbICTYNAlOT B Ka4YeCTBE rapaHTUM TOrO, YTO MHTESIeKTYyarbHbIN/TBOPYECKUIA TPy
aBTopa He ByaeT HanpacHbIM, 4acT emMy CnpaBeAnuBble BO3MOXHOCTU 3apaboTaTth Ha pesynbTaTtax CBOero Tpyaa,
MOSy4nTb W3BECTHOCTb W Npu3HaHue. HukTo 6e3 paspelleHuss aBTopa He MOXET BOCMPOU3BOAUTL €ro
npou3BefeHne, pacrnpoCcTpaHsiTe, Ny6IMYHO AEMOHCTPMPOBaTh, NpodaBaTb, UMMNOPTUPOBATL, NMyckaTb B MPOKaT,
NyGNMYHO UCMONHATb, NOKa3bIBaATL/UCMOMNHATL B 3hMpe nnu pasmeLats B VIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecrneyeHuss MoOXeT MPUBECTU K MHOTMM pUCKaMm: OT NoTepu
OaHHbIX K TBOMM akkayHTam o G6NOKMpOBKM TBOEro YCTPOWCTBA, rae ycTaHOBMEHa HeneranbHas nporpamma. He
CTOUT Takke 3abblBaTb, YTO CYLLECTBYIOT feranbHble u 6ecnnaTHble MPorpaMmbl, KOTOPbIE MOXXHO HanTW B CETW.

O noprane

CeTeBUYOK.pch - TBOW IMaBHbIi COBETYMK B CeTU. 3[4ecb Tbl MOXelb Yy3HaTb O 6e3omnacHOCTV B CeTu
MOHSATHBIM 1 JOCTYMHBIM S3bIKOM, @ NPy BO3HUKHOBEHUW KPUTUYECKOW CUTyaLun o6paTuTbCs 3a COBETOM. A Takke
MPVHSATL y4acTMe B KOHKypcax U CTaTb CambiM LMPPOBLIM rpaxaaHuHoM!
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MpunoxexHne N 3
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